
L Number 


Hits 
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DB 


Time stamp 




0 


{IP or security adj protocol) and 

( (encrypt$4 or decrypt$5) adj secure adj 

payload) and transform$5 adj (data or 

packet$l) 


USPAT 


2003/09/29 


11 


37 


- 


80600 


IP or security adj protocol and encrypt$4 
or decrypt$5 adj secure adj payload and 
transfonn$5 and data or packet$l 


USPAT 


2003/09/29 


11 


39 


- 


0 


(security adj protocol) and (encrypt$4 or 
decrypt$5) with (secure adj payload) and 
transform$5 and (data or packet$l) 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/29 


11 


40 


- 


1 


(security adj protocol) and (encrypt$4 or 
decrypt$5) and (secure adj payload) and 
transform$5 and (data or packet$l) 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/29 


11 


41 


- 


1 


(security adj protocol) and (encrypt$4 or 
decrypt$5) and (secure adj payload) and 
transform$5 and packet$l 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/29 


11 


43 


- 


55918 


(security adj protocol) or IP 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/29 


11 


43 


- 


9396 


(security adj protocol) or IP and 
transform$5 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/29 


11 


43 


- 


2 


((security adj protocol) or . IP and 
transform$5) and communication adj tunnel 


USPAT; 
EPO; JPO; ' 
DERWENT; 
IBM TDB 


2003/09/29 


11 


44 




10 


encrypt$4 with secure with payload 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


15 


03 




0 


authenticat$4 adj header adj transform$5 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


15 


04 




5 


authenticat$4 with header with transform$5 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


15 


18 




1941159 


packet near$4 transform$5 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


15 


18 




197 


transformation adj network 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


15 


19 




35 


(transformation adj network) and (check$4 
or validat$4 or snoop$4 or ping$4) 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


00 




19 


generic adj routing adj encapsulation 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


20 




0 


ICMP and IP adj secure adj encryption 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


01 




0 


ICMP and (IP adj secure adj encryption) 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


01 




23 


ICMP and IP same secure same encryption 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


02 




0 


(generic adj routing adj encapsulation) 
and (IP adj encapsulation adj tunnel$5) 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


16 


21 




2 


IP adj encapsulation adj tunnel$5 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


17 


09 




711 


ICMP 


USPAT; 
EPO; JPO; 
DERWENT 


2003/09/29 


17 


10 
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• 


• 








- 


74 


ICMP with time 


USPAT; 
DERWENT 


2003/09/29 


17: 


10 


- 


19 


(ICMP with time) and response adj time 


USPAT; 
ppn- TPO • 

DERWENT 


2003/09/29 


17: 


35 


- 


1452 


IP and (checksum or check adj sum) 


USPAT; 
DERWENT 


2003/09/29 


17: 


35 


- 


141 


(IP and (checksum or check adj sum) ) and 


USPAT; 

IT PA - .TPPl • 

DERWENT 


2003/09/29 


17 


36 


- 


138 


((IP and (checksum or check adj sum)) and 
lujxir; ana time 


USPAT; 
DERWENT 


2003/09/29 


17 


36 


- 


17 


({IP and (checksum or check adj sum)) and 
iL-ixiirj ana response aaj uxme 


USPAT; 
FPn • .TPn • 

DERWENT 


2003/09/29 


17 


59 


- 


0 


ip adj packet adj validation 


USPAT; 
ppn • .TPO • 

DERWENT 


2003/09/29 


18 


00 


- 


28 


packet adj validation 


USPAT; 
DERWENT 


2003/09/29 


18 


10 


- 


0 


IP adj communication adj tunnel$5 


USPAT; 
DERWENT 


2003/09/29 


18 


11 


- 


0 


packet adj communication adj tunnel$5 


USPAT; 
DERWENT 


2003/09/29 


18 


12 


- 


607 


packet$l with tunnel$4 


USPAT; 
TTppj- .TPn • 

DFRWFNT 


2003/09/29 


18 


12 


- 


70 


(packet$l with tunnel$4) and validat$4 


USPAT; 


2003/09/29 


18 


13 






DERWENT 








- 


44 


IP adj packet and verif$5 and tunnel 


USPAT 


2003/09/30 


07 


18 




1 1 


^ X IT aClJ paCJ\.t5L dllU, VcXXXv-J allU LUllllcX; dllU. 

TPMP 
X KJcx XT 


USPAT 


9nm/nQ/Tn 


07 


24 


- 


81 


tunnel$ adj communication 


USPAT 


2003/09/30 


07 


25 




R 

•J 


/■hnnnf^lS ;iH"i r'OTTiTnn'n t OA i on ^ PinH TP ;^H"i 


USPAT 


2003/09/30 


07 


43 




O / 


xir aaj pacKci- wxt-n uunnexy 


u o z t\ 1 




Ofi 


12 


- 


1 


6501763. pn. 


USPAT 


2003/09/30 


07 


48 




1 fi Ti 

lUOO o± 


verif $5 


USPAT 




08 


12 






\.c aCXJ paL, JvcL WX Lil U Ulllltr X 9 dllU. \\_,ilcUJS.y (jx 

vexxxyj ) 


USPAT 


9001 /09/'^0 


08 


: 15 




X U 0 


X IT dUJ pcH-JvcU WX 1,11 ^^lifcJt,. Ay 


USPAT 


POOl/09/30 


08 


: 15 






^ X It ciU.J paCA.cL WXLli OllC iS.y ; dllU XV^l'lIT 


USPAT 


2001/09/10 


08 


: 24 




o 


OdLd dOj urans X oxmau xon dna xr duj pduAeu 




9001/09/10 


Oft 


■ 9R 




1 


R Q 9 m n r^-n 


vj o t\ X. 


9001 /09/10 


Oft 


■ 9R 




n 
u 


oy^u/uo.pn. ana uunnex 


\j o c t\ 1 


9001/09 /lO 


OR 


■ 99 


- 


0 


5920705. pn. and ICMP 


USPAT 


2003/09/30 


08 


:29 




4 4 


t'nnn#^l ;qnH TPMP ^^nri "t'lTTiP snd ^TP adi 


USPAT 


2003/09/30 


10 


: 08 


- 


447 


encapsulat$4 adj packet$l 


USPAT 


2003/09/30 


10 


:09 




1 RR 


/can^ar^cnTai-^^l^ ar^"i T^aoVo't'^1^ aFiH /TooTTl OT" 
^ cllCdpoUX a V " dU.j pau Js.t; Uv X ^ diiu. \xuyxii ux 

password or authenticat$4 ) 


USPAT 


9001/09/10 


10 


: 10 


- 


6 


( (encapsulat$4 adj packet$l) and (login or 

pdoowuxtj. \j L. ci ui i-iici 1 L. X L. V ^ / / ciiiu j 

exchange) 


USPAT 


2003/09/30 


10 


:19 


- 


4 


( ( (encapsulat$4 adj packet$l) and (login 

r\y oatsciwoyH ot nt* hf^nt" "i pa t" $ 4 ^ \ AnH ^V^v 
\j i- pcioowuxLi \J X d u u iidi u X u " V ) ainj. \ r^cj^ 

adj exchange) ) and tunnel 


USPAT 


2003/09/30 


10 


:20 


- 


1 


( { ( (encapsulat$4 adj packet$l) and (login 

UX pdoowtjxu vjx d u uiitsii t, X t^d u V ^ ^ / aiiu. ^ivtry 

adj exchange) ) and tunnel) and ICMP 


USPAT 


2003/09/30 


10 


:20 


- 


4 


( ( ( {encapsulat$4 adj packet$l) and (login 
or password or authenticat$4 ) ) and (key 
adj exchange) ) and tunnel) and destination 


USPAT 


2003/09/30 


10 


:25 
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- 


34 


encapsulat$3 with (registrat$3 or password 


US PAT 


2003/09/30 


11: 


20 






or encryt$3 or key or login or logon or 














authenticat$3 ) and tunnel and internet 










- 


0 


"134" and ICMP 


US PAT 


2003/09/30 


10: 


27 


- 


20 


(encapsulat$3 with (registrat$3 or 


US PAT 


2003/09/30 


10: 


28 






password or encryt$3 or key or login or 














logon or authenticat$3) and tunnel and 














internet) and ICMP 










- 


20 


( (encapsulat$3 with (registrat$3 or 


US PAT 


2003/09/30 


10: 


28 






password or encryt$3 or key or login or 














logon or authenticat$3) and tunnel and 














internet) and ICMP) and time 










- 


3 


( ( (encapsulat$3 with (registrat$3 or 


US PAT 


2003/09/30 


10: 


38 






password or encryt$3 or key or login or 














logon or authenticat$3) and tunnel and 














internet) and ICMP) and time) and GRE 










- 


62 


authenticat$5 adj packet$l 


US PAT 


2003/09/30 


11: 


25 


- 


48 


authenticat$5 adj packet$l and IP 


US PAT 


2003/09/30 


11: 


41 


- 


0 


authenticat$5 with (encapsulat$4 adj data) 


US PAT 


2003/09/30 


11: 


42 






and IP 










- 


22 


authenticat$5 with (encrypt$ or 


US PAT 


2003/09/30 


11: 


47 






encapsulat$5) adj packet and IP 










- 


0 


verif$5 adj (encapsulat$5 or encrypt$4) 


US PAT 


2003/09/30 


11: 


49 






with IP with packet$l 










- 


0 


verif$5 adj IP adj packet 


US PAT 


2003/09/30 


11: 


49 


- 


52 


ICMP with response 


US PAT 


2003/09/30 


11: 


50 


- 


0 


ICMP with responsll8 and destin$4 with 


US PAT 


2003/09/30 


11: 


50 






address 










- 


0 


(ICMP with responsllS and destin$4 with 


US PAT 


2003/09/30 


11: 


51 






address) and ICMP with responsllS 










- 


1 


(ICMP with response) and ICMP with r 


US PAT 


2003/09/30 


11: 


52 


- 


52 


(ICMP with response) and ICMP with 


US PAT 


2003/09/30 


11: 


52 






response 










- 


11 


( (ICMP with response) and ICMP with 


US PAT 


2003/09/30 


12: 


04 






response) and authenticat$4 










- 


16 


generic adj routing adj encapsulation 


US PAT 


2003/09/30 


12: 


18 


- 


1 


6621810.pn. and encapsula$5 


US PAT 


2003/09/30 


12: 


28 


- 


285 


encrypt$5 adj packet$l 


US PAT 


2003/09/30 


12: 


28 


- 


19 


(encrypt$5 adj packet$l) and ICMP 


US PAT 


2003/09/30 


12: 


29 


- 


7346 


transform$5 adj data 


US PAT 


2003/09/30 


12: 


29 


- 


17 


(transform$5 adj data) and ICMP 


US PAT 


2003/09/30 


12: 


31 


- 


15 


ip adj packet$l with transform$5 


US PAT 


2003/09/30 


12: 


34 


- 


16 


"generic routing encapsulation" and 


US PAT 


2003/09/30 


14' 


05 






packet$l 










- 


6 


verif$5 adj encry$5 adj message$l and IP 


US PAT 


2003/09/30 


14 


07 


- 


691 


authenticat$4 adj message$l 


US PAT 


2003/09/30 


14 


07 


- 


39 


(authenticat$4 adj message$l) and IP adj 


US PAT 


2003/09/30 


14 


08 






packet 










- 


37 


( (authenticat$4 adj message$l) and IP adj 


US PAT 


2003/09/30 


14 


09 






packet) and (encrypt$4 or encapsulat$5) 










- 


724 


(validat$4 or confirm$4 or ensur$4 or 


US PAT 


2003/09/30 


14 


54 






authenticat$4 ) adj packet$l 










- 


34 


( (validat$4 or confirm$4 or ensur$4 or 


US PAT 


2003/09/30 


15 


06 






authenticat$4) adj packet$l) and ICMP with 














message$l 










- 


0 


ip adj communication adj tunnel 


USPAT; 


2003/09/30 


15 


07 








EPO; JPO; 














DERWENT; 














IBM TDB 








- 


1 


(ip adj packet$l) and (communication adj 


USPAT; 


2003/09/30 


15 


43 






tunnel) 


EPO; JPO; 














DERWENT; 














IBM TDB 








- 


2 


6501746. pn. 


USPAT; 


2003/09/30 


15 


44 








EPO; JPO; 














DERWENT; 














IBM TDB 










1 


6501746. pn. and encap$7 


USPAT; 


2003/09/30 


15 


:46 








EPO; JPO; 














DERWENT; 














IBM TDB 
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3728 


authenticat$4 with request 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


15 


:47 


- 


961 


(authenticat$4 with request) and ip 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


15 


:47 


- 


646 


( (authenticat$4 with request) and ip) and 
(encryp$5 or encapsulat$5) 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


15 


:49 


- 


62 


( ( (authenticat$4 with request) and ip) and 
(encryp$5 or encapsulat$5) ) and icmp 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


15 


:49 


- 


62 


( ( ( (authenticat$4 with request) and ip) 
and {encryp$5 or encapsulat$5) ) and icmp) 
and time 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


16 


:05 


- 


86 


authenticat$ with (encapsulat$ ) 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


16 


05 


- 


11 


{authenticat$ with (encapsulat$ ) ) and IP 
and ICMP 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


16 


16 


- 


1 


ip with tunnel with (validat$4 or verif$4) 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


16 


16 


- 


2 


61758 67 .pn. , 6006272. pn. 


USPAT 


2003/09/30 


17 


23 




2 


6175867 .pn. , 6006272. pn. and determine 


USPAT 


2003/09/30 


17 


25 


- 


4 


tunnel and (verifies or verify or verified 
or validate or authenticate or determine 
or ensure) and send and receive and 
response and icmp and message and 
trans form$l 


USPAT 


2003/09/30 


17 


39 




25 


packet adj validation 


USPAT 


2003/09/30 


17 


46 




24 


network adj tunnel 


USPAT 


2003/09/30 


17 


55 


- 


75 


encapsulate adj packet$l and tunnel 


USPAT 


2003/09/30 


17 


55 




15 


(encapsulat$4 adj packet$l and tunnel) and 
icmp 


USPAT 


2003/09/30 


18 


00 




11354 


( {encapsulat$4 adj packet$l and tunnel) 
and icmp) and validat$4 or authenticat$4 


USPAT 


2003/09/30 


18 


01 


- 


14 


( {encapsulat$4 adj packet$l and tunnel) 
and icmp) and (validat$4 or authenticat$4 ) 


USPAT 


2003/09/30 


18 


05 


- 


3 


encapsulat$4 with authenticat$5 with 
tunnel 


USPAT 


2003/09/30 


18 


32 




1 


"5410543". PN, 


USPAT 


2003/09/30 


18 


13 


- 


1 


"5412654". PN. 


USPAT 


2003/09/30 


18 


13 




1 


"5596723". PN. 


USPAT 


2003/09/30 


18 


13 




245 


GRE and transform$5 


USPAT 


2003/09/30 


18 


34 




16 


generic adj routing adj encapsulation 


USPAT 


2003/09/30 


18 


34 




19 


generic adj routing adj encapsulation 


USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/09/30 


18 


35 
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